|IPsec and FAST _IPSEC

e Currently there are two IPsec code bases in
FreeBSD

- Kame IPsec
— FAST _IPSEC

e Until recently FAST_IPSEC did not support
IPvé

— Work is in gnn_fast_ipsec and gnn_radical_ipsec branches
- Is not perfect, it does panic

e Goal for 7.0 is one IPsec stack

— Should be based on FAST_IPSEC which has support for
outboard hardware
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Code Organization

e Kame Code

- src/sys/netkey
- src/sys/netinet6

e FAST IPSEC Code

- src/sys/netipsec

e Connecting Code

- src/sys/netinet/ip ipsec.[ch]
- src/sys/netinet6/ip6 ipsec.[ch]

e Kernel Options

- IPSEC (KAME)

- IPSEC ESP (KAME)

— INET6 (KAME but w/o IPsec)
- FAST IPSEC

FreeBSD www.freebsd.org




Packet Input Call Graph

ah4_input()

esp4_input() | ipsecd_common_input() ipsec_common_input()

‘ ipcomp4_input()

‘ ipsect_common_input()

to xforms (transformations)

—* ah_input() ~ error /p| ah_input_cb() }—>
‘ error
—*™ esp_input() —| asp_input_cbi()

L —| ipcomp_input() error |ipmmp_input_cb(j| |—-

p| crypto
subsystem

—-| ipsec4_common_input_cb()

netisr_queue()

—'-| ipsecB_commaon_input_cb()
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Packet Output Call Graph

ip_output() -

ip_ipsec_output()

ipsec4_process_packet() [

¥

ip6_output()

ipsec6_output_trans() >

ipsec6_output_tunnel() -

L |

ah_output()

» esp_output()

grrar
grror

to xforms (transfomations)

/' ah_output_done()

Crypto

Subsyste

[ -

Y

» ipcomp_output() error

- »| esp_output_done()
; ipcomp_output_done()

Y

Y

ip_output()

» ipsec_process_

done()
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ip6_output()
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Remaining Problems

e Lack of testing

e vbeval port is broken in CURRENT
e Various panics based on LORs etc.
e Lack of eyeballs

e Lack of hands

e Need to port ipsecctl from OpenBSD
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